ITamaTKa A1 o0yJaomuxcsa 00 HHPOPMAITMOHHON 0€30IIaCHOCTHU JAeTed

HEJIb34d

1. Bcem moapsa coobmaTh cBOIO YacTHYIO mHMopmaruio (HacTosmye uMs, ¢haMUIInIo,
TesieoH, azpec, HOMEP IIKOJIbI, a Tak:Ke poTorpaduu CBOU, CBOEN CEMbU U JIPY3eE);

2. OTKpBIBATh BI0KEeHHBIE (PaiiyIbl 3JIEKTPOHHOM MOYTHI, KOT/[a He 3HAEIllb OTIIPABUTEJIS;
3. ['pyOuTsh, mpuanpaThes, OKa3bIBaTh TaBJIEHHE - BECTH ce0s1 HeBEIKINBO U arPECCUBHO;

4. He pacnopspkaiicss JeHbraMH TBOeW ceMbH 0e3 paspellleHus CTapIIuX - BCerza
cIIpallIuBay poauTesiei;

5. He Bcrpeuaiicss ¢ VHTepHET-3HAKOMBIMU B PEAJIbHOU KU3HU - IIOCOBETYMCA CO
B3POCJIBIM, KOTOPOMY JIOBEPSEIIb.

OCTOPOXKHO

1. He Bce mumyt npaBay. Yutaemb o cebe Hempasay B MIHTepHETE - cOOOIH 006 3TOM
CBOUM POJTUTEJISIM WJIA OTIEKYHAM;

2. [IpuryiamnamT nepenuchBaThCs, UTPATh, 0OMEHUBATHLCA - IPOBEPD, HET JIU ITOIBOXA;
3. He3zakonHoe konupoBanue ¢aiyioB B IHTepHETE - BOPOBCTBO;
4. Becerna pacckasbiBaii B3pOcJIbIM O IpobJieMax B CETH - OHU Bcer/ia IIOMOTYT;

5. Wcnonp3yit HACTpOUWKHM 0€30IacHOCTH W IMPUBATHOCTU, YTOOBI HE IOTEPATH CBOU
aKKaYHTBI B COTICETSX U JIPYTUX MOPTAIaX.

MOXKHO

1. YBakall IpyTUx NoJIb30BaTesIel;

2. [Tonp3yenibess THTEpHET-UCTOUHUKOM - JleJIall CCBIJIKY Ha HETOo;
3. OTKpBIBa# TOJIBKO T€ CCHLIKH, B KOTOPHIX YBEPEH;

4. O0IIaThCA 3a MOMOIIBIO B3POC/IBIM - POJUTEIH, OIIEKYHBI U aJIMUHUCTPAIUs CAaliTOB
BCer/ia IIOMOTYT;

5. ITpoiiau oOyuenue Ha caviTe "CeTeBUYOK" U ITOJTYyYH MTACIOPT UG POBOTO rpaskAaHNHA!
IIpunoxenue NQ 2

[Tpunosxkenue 2. MTHOpManoHHAs TAMATKA JIJIs1 00yUJAIOITUXCS I pa3MeleHus Ha
o(UIATBbHBIX NHTEPHET-Pecypcax

C KaXZbIM TOZIOM MOJIOZIE?KHM B MHTEPHETEe CTAHOBUTCA OOJIbIIIe, a MIKOJIbHUKU OJHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesiell PyHera. Mexy TeM, IOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MOJKHOCTEH, MHTEpDHET HeceT M IpoOJsieMbl. JTa MaMsATKA JOJDKHA MOMOYb Tebe
6e30I1aCHO HAXO/IUTHCS B CETHU.



KoMmnbroTepHbIE€ BUPYCHI

KoMmmplOTepHBIF ~ BUpyC - 5TO Pa3HOBUHOCTh KOMITBIOTEPHBIX  IPOTPAMM,
OTJIMYUTETLHOU O0COOEHHOCTBI0O KOTOPOU fABJISIETCA CIOCOOHOCTh K pPa3MHOXKeHHI0. B
JIOTIOJTHEHNE K 3TOMY, BHUPYCHl MOTYT IOBPEAUTH WJIM IOJHOCTHIO YHHYTOXKUTH BCE
daitiel ¥ JaHHBIE, MOAKOHTPOJIbHBIE II0JB30BATEN0, OT HMMEHU KOTOpPOro ObLia
3amylieHa 3apakeHHas IIPorpaMMma, a TakKyKe IOBPEAUTh WU Jake YHUUYTOXKUTD
OIIEpAallIOHHYI0 CHUCTEMY CO BceMHU (aiamMu B I[eJIOM. B OOJBIIMHCTBE Ciry4yaeB
PacCIpOCTPAHSIOTCA BUPYCHI Yepe3 UHTEPHET.

MeTo/1b1 3aIUTHI OT BPEJOHOCHBIX TPOTPaAMM:

1. Mcnionip3yii coBpeMeHHbIE OllepalliOHHbIE CUCTEMBbI, UMEIOIUe Cepbe3HbI YPOBEHD
3aIUTHI OT BPEJIOHOCHBIX IIPOTPaMM;

2. [TocTogHHO ycraHaBauBai mavT (IU@pPOBBIE 3aIUIATKHU, KOTOPhIE aBTOMATHYECKH
yCTaHABJIMBAIOTCA C IEJbI0 JOPAa0OTKU IPOrpaMMBbI) W JIpyrhue OOHOBJIEHHs CBOEU
omepanmuoHHOU cucteMbl. CKaumBall WX TOJIBKO C O(PUIIMAIBLHOTO calTa pa3paboTumka
OC. Ecu cymiecTByeT peXKUM aBTOMAaTUUYECKOTO OOHOBJIEHU ST, BKJIFOUHU €T0;

3. PaGoraii Ha cBOeM KOMIIBIOTEDE II0/] TPaBaMU I0JIb30BATEsA, & He aIMHHUCTPATOPA.
ITO He MO3BOJIUT GOJIBIIMHCTBY BPEIOHOCHBIX MIPOTPAMM MHCTAJITUPOBATHCS HA TBOEM
[IEPCOHAIBHOM KOMITBIOTEDE;

4. Mlcriosib3yli aHTUBUPYCHBIE IIPOIPAaMMHBIE IIPOIYKThI M3BECTHBIX ITPOU3BOJIUTENEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UYECKUU JIOCTYTI K KOMIIBIOTEPY /IJ1 IOCTOPOHHUX JIUII;

6. Vcniosip3yii BHeNIHNE HOCUTeIU NHOpMAaLNY, Takue Kak dJienka, JUCcK win daii us
WHTEpPHEeTA, TOJIbKO U3 IIPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaili KoMIbloTEpHBbIE (hAMIbI, TIOJyUeHHbIE U3 HEHA/IEKHBIX UCTOYHUKOB.
Haxxe Te daiiyibl, KOTOpPbIe MPUCIAT TBOM 3HAKOMBIH. JIyullle yTOUHU y HETO, OTIIPABJIA
JIX OH Tebe uX.

Certu WI-FI

Wi-Fi - 9To He Bu/I lepeiayun IAaHHBIX, HE TEXHOJIOTHS, 4 BCETO JIUIb OpeH/1, Mapka. Emne
B 1901 TOAy HUJepJaHJcKasg KoMHOaHWA 3aperucrpupoBasia Opena "WECA", uro
oboszHauaso cioBocoueranue "Wireless Fidelity", xoropslii mnepeBoamTCS Kak
"GecrpoBOIHAS TOYHOCTD .

Jlo Hamiero BpeMeHM /olIa Jipyrass abOpeBuaTypa, KOTOpas SBJSETCA TaKOM ke
TexHosioruei. Ato abbpeBuarypa "Wi-Fi". Takoe HazBaHMe OBLIIO JJAaHO C HAMEKOM Ha
CTaHZApT BbICIIEel 3BYKOBOW TexHuku Hi-Fi, uTo B mepeBojie o3HaudaeT "BBICOKAS
TOYHOCTH .

Jla, OecIuTaTHBIA WHTEPHET-AOCTYN B Kade, OTeIsAX M adpOIopTax sIBJISETCS OTIMYHOMI
BO3MOJKHOCTBIO BBIXOZa B HHTepHeT. HO MHOrvMe BOKCHEPTHI CUYHUTAIOT, YTO
obmenoctymabie Wi-Fi ceTu He ABIAIOTCA 0€30IMaCHBIMH.

CoBeTbl 110 6€3011aCHOCTH PA0OTHI B OOIIETOCTYITHBIX ceTsax Wi-fi:

1. He mepepaBaii cBowo sinuyHyi0 uMHOpManuio uyepe3 obmenoctymHble Wi-Fi cetu.
PaboTas B HUX, JKeJIaTeJIbHO He BBOJUTH MTAPOJIH JOCTYIIA, JIOTUHBI U KAKHE-TO HOMepa;



2. Mcnosp3yit 1 0OHOBJISIH aHTUBUPYCHBIE IPOrpaMMBbI B OpaHamayep. Tem caMbIM ThbI
obe3ormacuiib cebsi OT 3aKauKy BHPYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonp3oBanum Wi-Fi otkimoun ¢yuknuio "O6mwuit goctyn k daiyam u
npuHtepam”. JlamHasg &yHKOUA 3aKphITa MO0 YMOJTYAHHUIO, OJHAKO HEKOTOpbIE
MIOJIb30BATEIN AKTUBUPYIOT €€ JIJIA y/100CTBA UCII0Ib30BaHUSA B paboTe wiu yuebe;

4. He ucnonp3yit mybosmunsiii WI-FI 11 mepemaun JIMYHBIX JaHHBIX, HAIIPUMED JJIA
BBIXO/Ia B COIUAJIbHBIE CETU WJIN B 3JIEKTPOHHYIO IIOYTY;

5. Mcrionp3yil Tosbko 3amuiienHoe coennHenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-azipeca BBOjiM uMeHHO "https://";

6. B wmobunbHOM Tenedone otkmoun ¢yaknuoo [logkaouenue k  Wi-Fi
aBromarnuecku". He /omyckall aBTOMaTHUYECKOTO MOAKIIIOUEHHUS YCTPOUCTBA K CETAM
Wi-Fi Ge3 TBoero coryacus.

ConunajibHBIE CETU

CoruasibHbIe CeTH aKTUBHO BXO/ISIT B HAIITy )KU3Hb, MHOTHE JIIO/IH PAOOTAIOT U YKUBYT TaM
IIOCTOSIHHO, a B Facebook yske 3aperucTpupoBaH MUJLIHAP]] YEJIOBEK, UTO SIBJISETCS
OJIHOI CeIIbMOM BCEX >KHUTeJieH IIaHeThbl. MHOTrHe II0JIb30BaTeJd He IMOHMMAIOT, YTO
nHopManus, pa3MelleHHass UMH B COIIMAIBHBIX CETAX, MOXKET ObITh HaljieHa H
HCIIOJIb30BaHa KEM YTOHO, B TOM YHCJIe He 00s13aTeIbHO ¢ 6J1arnMyu HaMepeHUsIMHU.

OCHOBHBIE COBETHI 10 OE30ITaCHOCTH B COIIMAJIBHBIX CETAX:

1. OrpaHuYyb CHOUCOK Jipy3ell. ¥ TeOsA B APy3bsX He JO/KHO OBITh CIIyJalHBIX U
HE3HAKOMBIX JIIOJEH;

2. 3amuinan CBOI YacTHYIO KU3Hb. He ykaspiBail maposu, TeaedOHBI, agpeca, JaTy
TBOETO POXKJAEHUA U [JAPYIyI JIMYHYI0 HHQOPMAIUIO. 3JIOYMBIIUIEHHUKA MOTYT
HCNOJIb30BaTh Ja)ke HWH(MOpPMAIUI0 O TOM, KaK Tbl U TBOM POJAUTENH IUIAHUDPYeTe
MIPOBECTU KAHUKYJIbI;

3. 3amuIai CBO0 PEeIyTaIvIo - IEPKU €€ B YUCTOTE U 3371aBail cebe BOIpOC: XOTeJT Obl
TBI, YTOOBI ApyTHUe M0JIb30BaTeIN BUEJIN, UTO Thl 3arpyxaems? [Togymaii, mpex/ie uem
YTO-TO OIYOJIMKOBATh, HATIUCATH U 3aTPy3UTh;

4. Ecytut TBI TOBOPHIIIB C JIIOJIbMU, KOTOPBIX HE 3HAEIIIb, He UCII0JIb3YH CBOE peaslbHOe NMSI
U IPYTYIO JINUHYI0 NH(MOPMAIIUU: UMs, MECTO KUTEJIHCTBA, MECTO yueObl U IIpoYee;

5. N36eraii pasmerenus ororpaduii B IHTepHETE, r7je Thl N300pa*keH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPEJIeJINTh TBOE MECTOIOJIOKEHUE;

6. IIpu perucrpanuu B COIUAIBHOU ceTU HEOOXOAUMO UCIOIb30BATh CJIOKHbBIE IAPOJIH,
cocrosye U3 OykB 1 U@p U ¢ KOJIMYEeCTBOM 3HAKOB He MeHee 8;

7. Z[JIH COIII/IEUH)HOfI CETU, IIOYTHI U APYTIUXx caliToOB H606XOI[I/IMO HCIIOJIb30BATb pa3HbIE
ImapoJin. Tor/:[a ecsiu Tebst B3JIOMAKOT, TO 3JIOYMBIIIJICHHUKH IIOJIydaT AOCTYII TOJIBKO K
OOHOMY MECTY, a HE BO BCE Cpaa3y.

AJIEeKTPOHHBIE J€HbI'U

SHeKTpOHHI)Ie A€HbI'1 - 3TO OYE€HDb YI[O6HbIﬁ crrocob HHaTEH(eﬁ, OJHAKO CyIIE€CTBYIOT
MOIIE€HHUKH, KOTOPbI€ XOTAT IIOJIYYUTb 3TU NE€HbI'U.



SHGKTpOHHI)Ie A€HbI'l IIOABUJIMCb COBCEM HE€JAaBHO WM MMEHHO H3-3da 3TOI'O BO MHOTHUX
TOCyaapCTBax A0 CHUX IIOP HE IIPOITMCAHO IIPO HUX B 3aKOHAX.

B Poccuu sxe oHU GYHKITMOHUPYIOT U O HUX Y3Ke IIPOITMCAHO B 3aKOHE, I7Ie UX PA3Ie/IAI0T
Ha HECKOJIbKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, YTO aHOHHUMHBIE -
9TO Te, B KOTOPBIX paspellaercs IPOBOAUTH omepanuud 0e3 uAeHTH(UKAINN
[I0JIb30BaTe/sA, a B HEAHOHHMHBIX HAEHTH(HUKAIIUA II0Jb30BaTeNIsl  SIBJISETCS
00s13aTeIbHOM.

Takske ciiezyeT pasjanyarh 2JIeKTPOHHBbIE (puaTHBIE JeHbrH (PaBHBI TOCY/IApPCTBEHHBIM
BAJIIOTaM) U 5JIEKTPOHHBIE HepuaTHbIE IeHbrU (He paBHBI TOCYAAPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 10 O€30I1aCHOM pa60Te C 9JICKTPOHHBIMH J€HbIraMM:

1. [IpuBsku K cuery MOOWIBHBIN TesieOoH. DTO caMblil YOOHBIA M OBICTPBIN CIIOCOO
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBsa3aHHbIN TesieOH TOMOXKET, eC/TU 3a0yAelb CBON
IUIATEXKHBIN MAapOJIb UJIN 3a/IeNTh HA CAUT C HE3HAKOMOT'O YyCTPOUCTBA;

2. Mcnosp3yii ojiHOpa3oBble aposu. [ocsie nepexo/ia Ha yCHIJIEHHYIO aBTOPU3AIUIO Tebe
yKe He Oy/IeT yIpoXKaTh OIMACHOCTh KPAXKH WJIU IIEPEXBATA IIATEXKHOTO MapOJIs;

3. Breibepu cioxkHbIM maposib. [IpecTymHHKaM OyZeT He MPOCTO yrazjaTh CJIOMKHBIN
napoJsib. HaziesxHble maposu - 3TO MapoJiv, KOTOpble coZiepKaT He MeHee 8 3HAKOB U
BKJTIOYAIOT B €051 CTPOYHBIE U IPOIKCHBIE OYKBBI, ITU(PBI ¥ HECKOJIBKO CHMBOJIOB, TAKHE
KaK 3HaK JioJiiapa, ¢pyHTa, BOCKJIUIATeIbHbBIN 3HAK U T.Il. Hampumep, $tRong!;;

4. He BBOAM cBOM JIMUHBIE TaHHBIE HA CAWTaX, KOTOPHIM HE JJOBEPSIEIIb.
AJIEeKTPOHHAA MOYTAa

IJIEKTPOHHASA IOYTA - 3TO TEXHOJIOTHS U IIPEIOCTABIIsIEMbIE €10 YCIIYTH 110 IIEPEChUIKE U
MTOJIyYeHUI0 3JIEKTPOHHBIX COOOIIEHUH, KOTOpPhIE PAaCHpPeAessoTC B KOMIIBIOTEPHOM
cetd. OOBIYHO OJJIEKTPOHHBIM IOUTOBBIA SIIUK BBIIVIAAUT CJIEAYIOMAM 00pa3oM:
UMs_TI0JIb30BATENA@UMs_0oMeHa. Takke KpoMe mepeslady MPOCTOro TEKCTa, UMEETCS
BO3MOXKHOCTB Tepe/IaBaTh (pauiIbl.

OCHOBHBIE COBETHI 10 O€30ITaCHON PaboTe C HJIEKTPOHHON TOYUTOM:

1. Hazo BIOpaTh mpaBUIbHBIA IOYTOBBIN cepBucC. B MHTEpHETE eCTh OTPOMHBIN BHIOOD
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIYYIIE JIOBEPATHh T€M, KOTO 3HAellb U KTO
TIepBBIN B PEUTUHTE;

2. He yka3piBail B IMYHOU mouTe JIMUHy0 nHpopMaruo. Hanpumep, sydiiie BIOpaTh
"My3bIKaJIbHBIN__(aHaT@" wiu "pok2013" BMecTo "Temails’;

3. Mcnosb3y#l ABYXATAMHYI0 aBTOPHU3AIUI0. DTO KOT/IAa TOMHMO ApOJIis HY>KHO BBOJUTH
KO/JI, MpUChLIaeMbIH 110 SMS;

4. Bpibepu cJIOKHBIM Taposb. [IJid KaXKIOro MOYTOBOTO SIUKA JOJIKEH OBITh CBOH
Ha/IeXKHBIH, YCTOMYUBBIN K B3JIOMY apOJIb;

5. Eciim ecTh BO3BMOXKHOCTh HAmIMCaTh CaMOMY CBOUM JIMYHBIM BOIIPOC, UCIOJIB3YH 3Ty
BO3MO>KHOCTD;



6. Vcronb3yil HECKOJIBKO ITOYTOBBIX SIIUKOB. IIepBBIM 11 YacTHOU TEPENHCKH C
azpecaTaMu, KOTOPBIM ThI JIOBEPSIEIIb. DTO BJIEKTPOHHBIN aJipec He HaJ[0 UCII0JIb30BaTh
IIPY perucTparnuu Ha GpopyMax U cauTax;

7. He oTkpbIBail ¢ailibl U JIpyTUe BJIOKEHUS B MUCHbMaX, Ja’Ke €CJIU OHH IPUIIUIHA OT
TBOUX Jipy3ei. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (paiisl;

8. ITocsie okOHUYAaHUS PAOOTHI HAa IIOYTOBOM CEPBHCE ITEPE] 3aKPHITHEM BKJIAJIKU C CAHTOM
He 320y HaXkaTh HA "Beriitu'.

Kuo6epOy/L/ITMHT WIN BUPTYaJIbHOE U3/1€BATEIHCTBO

KubepOystmHr - TIpeciiefoBaHUE COOOIEHUSIMU, COAEPKAIIUMH OCKOPOJIEHUS,
arpeccuio, 3alyTHBaHWE; XYJIUTAHCTBO; COI[UAIIbHOE OOMKOTHPOBAHUE C IIOMOIIBIO
Pa3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIIIMHTOM:

1. He 6pocatics B 601i. JIyumuii croco0: TOCOBETOBAThCS KaK cebsl BECTH U, €CJTH HET TOTO,
K KOMY MOKHO OOpaTHUThCs, TO BHaYaje YCIOKOUThCS. ECJ ThI HayHEIIb OTBeYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO €ellle O0JIbIIe PAa30KIKeIlh KOH(MJINKT;

2. YrpasJisaii cBoel kubeppelryTaueni;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CyH_[eCTBYIOT CIIOCOOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHMMHBIM aKKayHTOM;

4. He crouT BecTr Xy/IUTaHCKUI 00pa3 BUPTyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh UX Oy/IeT KpaiiHe 3aTpy/THUTETHHO;

5. Cobutroait CBOI0 BUPTYJIBHYIO YECTh CMOJIOZY;

6. Irnopupyii etTuHUYHBIN HeraTuB. OZJHOPAa30BbIe OCKOPOUTETbHBIE COOOIIEHUS JIyJIIIe
urHopupoBaTbh. OOBIYHO arpeccus IpeKpalaeTcs Ha Ha4YaJIbHOU CTaiuy;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIEHUAMU, B COITUATBHBIX
CeTAX eCTh BO3MOXKHOCTh OJIOKMPOBKU OTIIPABKU COOOIIEHUH C OIIpe/leJIEeHHbBIX a/IPECOB;

8. Ecim TBI cBuzerenp KubepOysuimHra. TBOM JeHCTBUSA: BBICTYIIUTh IPOTUB
npecjiefoBaTess, IIOKa3aThb €My, UYTO €ro JIeMCTBUS OLIEHUBAIOTCS HEraTUBHO,
MOZAEPKATh JKEPTBY, KOTOPOH HY’KHA IICUXOJOTUYECKAs TIOMOIIb, COOOITUTH B3POCIBIM
0 aKTe arpecCuBHOIO IMOBEJIEHUA B CETH.

MooOuiibHBIN Te1eOoH

CoBpemeHHble cMapT¢OHBI U IUIAHIIETHl COJIEp:KaT B ceOe BIIOJIHE B3POCJIBIA
byHKIIMOHAJ, U TEIIEPh OHU MOTYT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMITBIOTEPAMHU.
OmHaxko, CpeACTB 3aIUTHI JIJIA IMOIO0OHBIX YCTPONCTB MOKAa OUeHb Majio. TectupoBaHme 1
TIOUCK YSI3BUMOCTEN B HUX IPOHCXOUT HE TaK MHTEHCUBHO, Kak JuiA [IK, To ke camoe
KacaeTcsl 1 MOOHMJIbHBIX IMPUJIOKEHH .

CoBpeMeHHbBIE MOOMJIBHBIE Opay3ephl y:Ke MPAaKTUUECKU JOTHAIN HACTOJIbHbIE aHAJIOTH,
OTHAKO paciiupeHne (pyHKIHOHAIA BJeYeT 32 OO0 OOJIBIIYIO CIOKHOCTD M MEHBIITYIO
3aIUIIEHHOCTb.



,Z[EUIEKO He BCE IIPOU3BOJUTEIN BBIITYCKAIOT 06HOBJI€HI/IH, 3aKpPbIBAalOIIIU€ KPUTHUYECKHE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OcHOBHBIE COBETHI /11 6€301MacHOCTH MOOMJIBHOTO TeyiedpoHa:

Hwuuero He sBJIsIeTCs mO-HacTOAIEMY OecriaTHBIM. By/ib ocToposkeH, BeZlb Korzia Tebe
MpejiaraloT OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITH CKPBITHI KaKHe-TO ILJIaTHBIE
yCIIyry;

Hdymaii, npexae yem otapaBuTh SMS, doto wiu Buzeo. Tol TOUHO 3HAEIIIb, T7ie OHU Oy TyT
B KOHEYHOM HUTOore?

Heo6xoamMo 0OHOBJIATH OMEPAITUOHHYIO CUCTEMY TBOETO CMapTdOHA;
Hcnosb3yii aHTUBUPYCHBIE TPOTPAMMBI 711 MOOUJIbHBIX Tes1e()OHOB,;

He 3arpyxaif IpuaoKeHUs1 OT HEU3BECTHOTO MCTOYHUKA, BEJIb OHH MOTYT COZIEPKATh
BPEZIOHOCHOE IIPOTrPaMMHOE 00€ecIIeueHHE;

[Tocie Toro Kak Thl BBIWJENIb C CAlTa, IJl€ BBOAWII JIMYHYI0 MHGOPMAIN0, 3ak/IN B
HAaCTPOUKHM Opaysepa u yjiaiu cookies;

[lepuoguuecku IpoBepsAl, Kakye MJIaTHbIe YCIIYTU AKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBOM1 HOMepP MOOMIBHOTO Tesie)OHA TOJIBKO JIFO/ISIM, KOTOPBIX ThI 3HAEIIh U KOMY
Zl0Bepselllb;

Bluetooth gomkeH OBITH BHIK/IIOUEH, KOT/[Aa ThI MM He IT0JIb3yelnbcsi. He 3a0bIBaii mHOTAA
MIPOBEPSATH 3TO.

Online urps1

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOYHBbIE, 3aXBATHIBAIOIUE pPa3BJI€UYEHUS,
00'beIUHSIONINE COTHU THICSY YEJIOBEK IO BceMy MUDPY. VITPOKH HCCIEAYIOT JaHHBIA UM
MHP, OOIIAIOTCA APYT C JIDYTOM, BBITIOJIHSIOT 3aJ]JaHHsA, CPAXKAIOTCA C MOHCTPAMHU H
MOJIy4alOT ONBIT. 3a YAOBOJIBCTBHE OHHU IUIATAT: IOKYMAIOT JIMCK, OIUIAYUBAIOT
abOHEMEHT WJIU MPUOOPETAI0T KAKUE-TO OIIIHH.

Bce atu cpezcrtBa uAyT Ha NOAJep:KaHME M pa3BUTHE UTPHI, a TaKKe Ha CcaMy
0e30IMacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMBI aBTOPHU3AIUH, BBIITYCKAIOTCS HOBBIE TTATUYH
(mudpoBble 3a1IaTKU A1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HOZIO6HI)IX Urpax CTOHUT OIlaCaTbCA HE€ CTOJIBKO CBOHX COIIEPpHUKOB, CKOJIBKO KpPaXXu
TBOE€TO I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30ITaCHOCTH TBOETO HUI'POBOr'o aKKayHTa:

1. Ectu ipyroii urpok BezieT ce0s MJI0X0 WIH co3/aeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH
€ro B CIIMCKE UTPOKOB;

2. Tloxkasyiica aAMHUHUCTPATOpaM Wrpbl Ha IUJIOXO€ IIOBEJIEHHE STOr0 UTPOKa,
’KeJIaTeJIbHO IIPUJIOKUTH KaKHe-TO I0Ka3aTeIbCTBA B BU/le CKDUHOB;

3. He ykassbiBaii inuHyio nHpopMaIuo B npodaiisie Urpsi;

4. YBaxkall Ipyrux y9aCTHUKOB I10 UTPE;



5. He ycranaBiuBali HeopunyaabHble IaTYU U MOJIBI;
6. cnosib3yli cj10:KHBIE U Pa3HbIE IAPOJIH;

7. ,Z[axce BO BpEMA HUI'DbI HE CTOUT OTKJIIOYATb aHTUBHUPYC. IToka TBI Uurpaenib, TBOM
KOMIIBIOTED MOTYT 3apa3UuTh.

OUIINHT WIN Kpaxa THYHbIX JaHHbIX

OOBIYHOM Kpakell JIeHer U [IOKYMEHTOB CEroAHs YK€ HHKOrO0 He YAUBHIIb, HO C
Pa3BUTHEM HWHTEPHET-TEXHOJIOTHI 3JI0YMBIIUIEHHHUKU I[I€PEMECTIINCh B UHTEPHET, U
MIPOJIOJKAIOT 3aHUMAThCS " JTIOOMMBIM"' IEJIOM.

Tak mosiBUIaCh HOBasl yrpo3a: HHTEPHET-MOIIIEHHUYECTBA WX (QUILIMHT, TJIABHAA IIeJTh
KOTOPOTO COCTOUT B IIOJIyYeHUH KOH(PUAEHITUATBHBIX JAHHBIX I0JIb30BaTeJIeN - IOTUHOB
1 nmapoJieii. Ha anrmiickom sizeike phishing yuraercs kak ¢pummusr (ot fishing - peioHas
JIOBJIA, password - mapoJib).

OcHOBHBIE COBETHI 110 OOpPHOE ¢ PUIITHHTOM:

1. Ciremn 3a CBOMM aKKayHTOM. Eciu ThI 1IOJ0O3peBaelllb, YTO TBOs aHKeTa ObLIa
B3JIOMaHa, TO He0OX0UMO 3a0JIOKHPOBATh €€ U COODIIUTh a[]MUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Mcnosp3yii 6e3ommacHbie BeO-CalThl, B TOM UKCJIe, HHTEPHET-Mara3uHOB U ITOMCKOBBIX
CHUCTEM;

3. Hcnonp3yii ciiokHBbIE U pa3Hble napoau. Takum obpasoM, ecau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKY OJIy4YaT IOCTYI TOJIBKO K OTHOMY TBOeMY IPO(UIIIO B CETH, & HE KO
BCEM;

4. Ecynt Tebs1 B3710MAaITH, TO HEOOXOIUMO TIPEAYIIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOpPbIE
n06aBJIeHBI y T€OS B APY3bSX, O TOM, UTO T€OsI B3JIOMATH ¥, BOBMOXKHO, OT TBOETO UMEHU
OyZAeT pacchLIaThCs CIaM U CChUIKU Ha (PUIIMHTOBBIE CANTHI;

5. YcranoBH HajiexkHbIN n1aposib (PIN) Ha MOOMIIBHBIN TetedOH;
6. OTKII0YU cOXpaHEeHUe MapoJis B Opaysepe;

7. He oTkpbIBail ¢ailibl U Ipyrue BIIOKEHUS B MUCHbMaX, Ja)Ke €CJIU OHH IPUIILUTHA OT
TBOUX Jipy3el. Jlydllle yTOUHU Y HUX, OTIIPABJISAIN JIU OHU Tebe 3Tu (ailyibl.

IIundposas penyranusa

[{udpoBas pernyranus - 3TO HETATUBHAs WIN MO3UTUBHAs WHGpOPMAIUs B CETU O Tebe.
Kommpomerupyromiasa nHpopmarnus, pa3MellleHHass B UHTEPHETe, MOXKET CEPhe3HBIM
00pa3oM OTpa3uUThbCs Ha TBOEU peasbHOU ku3HU. "l{udpoBas pemyranusa” - 3TO TBOU
UMUK, KOTOPBIU (popmupyeTtcs u3 nHdopMmanuu o Tebe B UHTEPHETE.

TBoe mecTo KUTE/IbCTBA, yqe6b1, TBOE (l)I/IHaHCOBOE‘, IIOJIOZ2KEHHE, 0COOEHHOCTHU XapakKTepa
U paCCKa3bl O OJIN3KUX - BCE 3TO HAKAIJINBAETCA B CETH.

MHor#e IoAPOCTKHU JIETKOMBICJIEHHO OTHOCSTCSA K ITyOJIMKAIIUY JIMYHOU HHGOPMAITUH B
HuTepHETE, HE MTOHUMASA BO3MOKHBIX IMOCIEACTBUM. ThI laske HE CMOKEIb JOTaAaThCs
0 ToM, 9TO poTorpadusi, pasMeIleHHas 5 JIET Ha3a/l, cTajla IPUYUHOU OTKa3a IPUHSATH
Tebs Ha paboTy.



KommenTapuu, pasmenieHne TBoux ¢otorpaduil u Jpyrue JeldcTBUS MOTYT He
HCYE3HYTh JIaXKe TO0CJIe TOTO, KaK Thl UX YAAIUIIb. Thl HE 3Haellb, KTO COXPAHWI 3Ty
nHGOPMAIIHIO, IT0I1aJIa JIU OHA B IIOUCKOBBIE CUCTEMBI U COXPAHUJIACH JIM OHA, a TJIABHOE:
YTO MOAYMAIOT O Tebe OKpYKaIIye JIIOAU, KOTOpble HAUAYT U YBUAAT 3T0. Halitu
“H@OpPMALI0 MHOTO JIET CIIyCTA CMOKET JII000H - KaK U3 A00PBIX MOOYK/IEHUM, TaK U C
HaMepeHUEeM IPUYUHUTH BpPeJ. ITO MOKET ObITh KTO YTOZHO.

OcHOBHBIE COBETHI 110 3aIHTE ITU(PPOBOU PEIYTAIIUH:

1. I[logymaii, mpexkze 4yeM 4TO-TO IIyOJIMKOBaTh U IEpefaBaTh y ceOsA B OJiore WiIH B
COLIMAJIBHOHU CETH;

2. B HacTpotiikax mpoduisA yCTAHOBU OTPAHUYEHUS HA POCMOTP TBOETO MPOQUJIIS U €T0
COJIEP>KUMOTO, c/ieIail ero TOJIbKO "I Apy3en’”;

3. He pasmernaii 1 He yKasbiBail HHGOPMAIINIO, KOTOPas MOKET KOro-11nb0 0CKOPOJIATh
WJIA OOUKATD.

ABTOpCKOE 1IPAaBO

CoBpemMeHHblE IIKOJBHUKU - AKTUBHBIE IIOJIB30BAaTEIN LU(PPOBOTO IIPOCTPAHCTBA.
OpHako ajieko He BCe 3HAIOT, UTO M0JIb30BaHUE MHOTUMH BO3MOXKHOCTAMU U(PPOBOTO
Mupa TpebyeT coOJII0IEHN ITPAB HA NHTEJIEKTYAIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTe/IEKTyalbHAsE COOCTBEHHOCTH' OTHOCUTCA K PA3/JIMYHBIM TBOPEHUIM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX H300pETEHUIl W 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha IPOAYKTbI W YCJIYTHM, W 3aKaHUMBasg KHUTaMU, Qotorpadusamu,
KUHOGWIBMaMHU U My3bIKaJIbHBIMU ITPOU3BE/IEHUSI M.

ABTOpCKUE IIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh Ha NIPOU3BeeHUSA
HayKH, JIUTepaTypbl U UCKyCCTBA. ABTOpPCKUeE IpaBa BBICTYNAIOT B KauecTBe rapaHTUU
TOTO, YTO UHTEJJIEKTYaIbHBIN/ TBOPUECKUH TPY/, aBTOpa He Oy/IeT HAlIPACHBIM, JACT eMY
CIIpaBe/JIUBblE BO3MOKHOCTU 3apaboTaTh Ha pe3yJsbTaTaX CBOErO TPYZa, MOJIyIUTHb
M3BECTHOCTH U Ipu3HaHue. HUKTo 6e3 paspeleHus aBTOPa HE MOKET BOCIIPOU3BOAUTD
€ro TPOW3BENEHUEe, PACIPOCTPAHATh, IyOJIUMYHO JAEMOHCTPUPOBATh, IPOAABATH,
MMIOPTUPOBATh, IYCKATh B IIPOKAT, IIyOJUYHO HCIIOJHSATH, TOKA3bIBATh/UCIOJTHATH B
adupe uim pa3MmeiaTts B IHTepHeTe.

Hcnosip3oBaHue "MHUPATCKOTO" IPOTPAMMHOTO 0becrieueHus1 MOKeT IPUBECTU K MHOTUM
PUCKaM: OT IOTEPH TAHHBIX K TBOUM aKKayHTaM JI0 0JIOKUPOBKU TBOETO YCTPOMCTBA, T/Ie
yCTaHOBJIEHA HeJIerayibHasA mporpamma. He cTouT Takke 3a0bIBaTh, UTO CYIIECTBYIOT
JieTayibHbIE U OecIUIaTHBIE IPOTPaMMBbl, KOTOPbIE MOKHO HAUTH B CETH.

O moprase

CeTeBUYOK.p - TBOU TIJIaBHBIM COBETYHK B CeTU. 37eCh Thl MOXKEIIb Y3HATh O
0e30MacHOCTH B CETH IIOHATHBIM U JIOCTYIIHBIM SI3BIKOM, a IPU BO3HUKHOBEHUH
KPUTUYECKON CUTyaIliu OOPAaTUTHCA 3a COBETOM. A TaKKe IIPUHATH yUacTHe B KOHKypcax
U CTaTh CaMbIM ITU(DPOBHIM I'PAKAAHUHOM !



